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David Aparicio
15/ DD INSA de Lyon / UNICAMP (Brésil)

Facebook Open Academy / MIT AppInventor

17/ Dev(Sec)Ops @ AMADEUS (Nice, 2 ans)

19/ Data(Sec)Ops @ OVHcloud (Lyon, 3 ans)
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OVHcloud: un leader européen
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Depuis Déc. 2020
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https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.zdnet.fr/actualites/ovhcloud-lance-son-offre-qualifiee-secnumcloud-39928509.htm
https://www.ovh.com/fr/news/presse/cpl1607.t-systems-ovhcloud-cooperent-cadre-gaia-x
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OVHcloud: 4 univers de produits
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Qui êtes-vous ?
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Plutôt Dev, Ops, Étudiant ?
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Qui a déjà possédé un téléphone d'astreinte ?
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Introduction
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Post-mortem
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Post-mortem
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Examen post-incident

Identification de l’incident (détection, sonde)

Flux d’informations et communication (canaux)

Structure (organisation)
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Le guide complet de gestion des incidents ITIL

Utilisation des ressources (vitesse, optimum)

Processus (SLA)

Création de rapports (interne et externe)
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Thèmes abordés

Background

Incident timeline / What Happened

Root cause

Workaround / Mitigation
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Exemples: GitHub / Elastic

Impact / Customers

Next steps / Action item

(Engineering & Architecture,

Process & Communications)
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https://github.blog/2018-10-30-oct21-post-incident-analysis/
https://www.elastic.co/blog/elastic-cloud-incident-report-feburary-4-2019
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First blood
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Quand date le premier bug de Grace Hooper ?
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Un vrai bug (insecte)
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Bureaux de EMCC

1947
Inventeur du COBOL
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Cette anecdote n'est pas "isolée"
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22 Juin

2021
Inondation de la fibre optique 

d'un datacenter

2021-06-23
07:01 UTC: This incident has been set to fixed as everything has been working fine, 
as expected, since the second optical fiber link has been restored except for the 
incident mentioned in the previous update. Do note that as of now we are not at the 
normal redundancy level as the other two optical fiber links are still down. We will 
update this once we have more information.

10:23 UTC: We have confirmation that a non-redundant third optical fiber link has 
been added at 00:30 UTC, this is only meant to add bandwidth capacity, it does not 
solve the redundancy issue. However, our network provider also tells us that their 
monitoring shows that the redundant link just came back up; although this may be 
temporary and the link may not be using the usual optical path.
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Elliot
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Elliot Alderson
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Allsafe, great place to work 2021
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P1 detected, tout le monde sur le pont
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Money, money
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Beware Prod behind
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"With great power comes great 
responsibility"
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AWS, GitLab, DigitalOcean
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AWS / Drop database / Protect environment & RBAC
https://aws.amazon.com/message/680587/ 

24/12/2012

Gitlab / Drop database / Use regularly RBAC and test regularly your backup !
https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/ 

31/01/2017

DigitalOcean / Drop database / Use regularly RBAC
https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/ 

05/04/2017
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Legacy
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Il était une fois.. (en 2020)

26

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo


#jsc2021 @dadideo

Quand soudain l'astreinte sonne
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Legacy
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Legacy..
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L'astreinte sonne à nouveau
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Le bon et le mauvais patch: y voit un truc...
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KISS
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Original:

Keep 
It
Simple 
Stupid

Variante :

Keep
It
Super 
Simple
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Attention: Serveur
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CDN
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Marmiton
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Fastly
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Schéma de @manekinekko 
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Resilience
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Image trouvée sur la twittosphère
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Details
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Le retour du 
Legacy
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L'astreinte sonne.. ...
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Il était une autre fois.. (en 2021)
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Senior 
vs Junior
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Blast Effect
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Apache Zookeeper
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● Créé en même temps qu'à Hadoop
● Base de beaucoup de systèmes distribuées (Kafka v<2.8 / KIP-500)
● Ancêtre de consul/etcd
● Key-Value Store hiérarchique

● Très bons résultats aux tests Jepsen

● Avantages
○ Suivre des changements sur un path (watcher)
○ Noeuds éphémères
○ Notion de sessions
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Architecture
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Schéma issu du meetup Toulouse JUG:  War Story, comment les pauses du GC ont pété la prod
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Same JVM,
Shoot again
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Les limites de la technologie
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Schéma extrait de Medium : +40PB per year — The challenge of data growth at Criteo

Hadoop sous pression Retour sur une année d'exploitation à Criteo (Rémy Saissy)
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NewsBlur
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Attaque ? Pas de sécurisation sur la DEV->PRD
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Capture d'écran du post:  How a Docker footgun led to a vandal deleting NewsBlur's MongoDB database
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Split-Brain
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GitHub
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Schémas issus du blog post : October 21 

post-incident analysis 
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Conclusion
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En bref

● SRE Blameless culture / With great power comes great responsibility
● QA / Chaos tests
● Former vos équipes : Game day / Wheel of Misfortune 
● Tester fréquemment vos backups & hors d'un Drive pour les données médicaux ;-)
● CI/CD & DevSecOps pipelines
● Implémenter & monitorer les metrics importantes issues des incidents (GC Pause, etc)
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Wheel of Misfortune
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Capture d'écran de la "Roue de la malchance": https://dastergon.gr/wheel-of-misfortune/ 
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Entreprise / Incident Date

AWS / Drop database

https://aws.amazon.com/message/680587/ 

24/12/2012

Gitlab / Drop database

https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/ 

31/01/2017

DigitalOcean / Drop database

https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/ 

05/04/2017

OVHCloud / Watercooling

https://blog.ovh.com/fr/blog/hebergements-web-post-mortem-incident-29-juin-2017/ 

29/06/2017

Criteo / Datalake HDFS limits + Friday night & New-comer on-call

https://medium.com/criteo-engineering/40pb-per-year-the-challenge-of-data-growth-at-criteo-5d5b73ec5294 

18/02/2018

GitHub / DataBase Split Brain

https://github.blog/2018-10-30-oct21-post-incident-analysis/ 

30/10/2018

ElasticCloud / Proxy Layer+Zookeeper

https://www.elastic.co/blog/elastic-cloud-january-18-2019-incident-report 

18/01/2019

CleverCloud / Orages à Paris (Redondance/Dépendance au network provider)

https://www.clevercloudstatus.com/incident/376 

22/06/2021

NewsBlur / Docker PROD DB exposé sur le net, sans mot de passe 

https://blog.newsblur.com/2021/06/28/story-of-a-hacking/ 

23/06/2021
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Jungfraujoch, Switzerland (by Erol Ahmed)
The pictures are from Unsplash

Merci pour votre attention !
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Avez-vous des questions ?

󰳓🔊 N'oubliez pas de me donner votre avis sur
cette session:

📃 https://s.42l.fr/iaas 

👍  Rejoignez-nous sur https://careers.ovhcloud.com 
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Analogie

« Nul n’est censé ignorer la loi »
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Ma devise

« Nul développeur n’est censé ignorer la sécurité »
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